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Anhang

Werkzeuge und Ressourcen
Wenn Sie bei den neuesten und großartigsten Werkzeugen und Ressourcen für das ethische
Hacken auf dem Laufenden bleiben wollen, müssen Sie wissen, an wen Sie sich wenden
können. Dieser Anhang enthält die von mir bevorzugten Sicherheitssites, Werkzeuge, Res-
sourcen und mehr von dem, was Ihnen bei Ihrem Programm des ethischen Hackens helfen
kann.

Allgemeine Suchwerkzeuge
AFRINIC – www.afrinic.net

Amerikanische Regierung – www.dotgov.gov/portal/web/dotgov/whois

APNIC – www.apnic.net

ARIN – http://whois.arin.net/ui

Bing – www.bing.com

Deutsches Patent- und Markenamt – http://www.dpma.de

DNSstuff – www.dnsstuff.com

DNS Tools – www.dnstools.com

The File Extension Source – http://filext.com

Google – www.google.de

Google (erweiterte Operatoren) – www.googleguide.com/
advanced_operators.html

Hoovers Unternehmensinformationen – www.hoovers.com

LACNIC – www.lacnic.net

Netcrafts »What’s that site running?« – http://news.netcraft.com

RIPE Network Coordination Centre – https://apps.db.ripe.net/
search/query.html

Switchboard.com – www.switchboard.com

theHarvester – http://code.google.com/p/theharvester



2

Hacken für Dummies

United States Patent and Trademark Office – www.uspto.gov

US Search.com – www.ussearch.com

U.S. Securities and Exchange Commission – www.sec.gov/edgar.shtml

WhatIsMyIP – www.whatismyip.com

Whois – www.whois.net

Wotsit’s Format – www.wotsit.org

Yahoo! Finance – http://finance.yahoo.com

ZabaSearch – www.zabasearch.com

Bluetooth
Blooover – http://trifinite.org/trifinite_stuff_blooover.html

Bluejacking Forums and Community Site – www.bluejackq.com/
bluejacking-forums.shtml

BlueScanner – http://sourceforge.net/projects/bluescanner

Bluesnarfer – www.alighieri.org/tools/bluesnarfer.tar.gz

BlueSniper Rifle – www.tomsguide.com/us/
how-to-bluesniper-pt1,review-408.html

BTScanner for XP – www.pentest.co.uk/src/btscanner_1_0_0.zip

Car Whisperer – http://trifinite.org/trifinite_stuff_
carwhisperer.html

Smurf – www.gatefold.co.uk/smurf

Zertifizierungen
Certified Ethical Hacker – www.eccouncil.org/CEH.htm

Certified Information Security Manager –
www.isaca.de/index.php/zert-start/international/cism1

Certified Information Systems Security Professional –
www.isc2.org/cissp/default.aspx

Certified Wireless Security Professional – www.cwnp.com/certifications/cwsp/

CompTIA Security+ –
http://certification.comptia.org/getCertified/certifications/
security.aspx

SANS GIAC – www.giac.org
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Datenbanken
Advanced Access Password Recovery – www.elcomsoft.com/acpr.html

Advanced SQL Password Recovery – www.elcomsoft.com/asqlpr.html

AppDetectivePro – www.appsecinc.com/products/appdetective

Elcomsoft Distributed Password Recovery – www.elcomsoft.com/edpr.html

Idera – www.idera.com

Microsoft SQL Server Management Studio Express –
www.microsoft.com/de-de/download/details.aspx?id=7593

Nexpose – www.rapid7.com/vulnerability-scanner.jsp

Pete Finnigans Liste mit Scanwerkzeugen für Oracle –
www.petefinnigan.com/tools.htm

QualysGuard – www.qualys.com

SQLPing3 – www.sqlsecurity.com/downloads

Drahtlose Netzwerke
Aircrack-ng – http://aircrack-ng.org

AirMagnet WiFi Analyzer – www.airmagnet.com/products/wifi_analyzer

Asleap – http://sourceforge.net/projects/asleap

CommView for Wi-Fi – www.tamos.com/products/commwifi

Digital Hotspotter – www.canarywireless.com

Elcomsoft Wireless Security Auditor – www.elcomsoft.com/ewsa.html

Homebrew WiFi antenna – www.turnpoint.net/wireless/has.html

KisMAC – http://trac.kismac-ng.org

Kismet – www.kismetwireless.net

NetStumbler – www.netstumbler.com

OmniPeek – www.wildpackets.com/products/omnipeek_network_analyzer

Reaver – http://code.google.com/p/reaver-wps

Reaver Pro – http://hakshop.myshopify.com/products/reaver-pro

SeattleWireless Hardware Comparison Page –
www.seattlewireless.net/index.cgi/HardwareComparison

Super Cantenna – www.cantenna.com

Wellenreiter – http://sourceforge.net/projects/wellenreiter
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WEPCrack – http://wepcrack.sourceforge.net

WiGLE-Datenbank drahtloser Netzwerke – www.wigle.net

WiFinder – www.boingo.com/boingo-apps/boingo-wifinder/pc/

WinAirsnort – http://winairsnort.free.fr

Exploits
Metasploit – www.metasploit.com

Offensive Security’s Exploit Database – www.exploit-db.com

Pwnie Express – http://pwnieexpress.com

Hacker-Zeugs
2600 The Hacker Quarterly – www.2600.com

Computer Underground Digest – http://cu-digest.org

Hacker T-Shirts, Ausrüstung und anderes Zeugs – www.thinkgeek.com

Hackin9 – http://hakin9.org

Honeypots: Tracking Hackers – www.tracking-hackers.com

The Jargon File – www.jargon.8hz.com

Phrack – www.phrack.org

Hochentwickelte Malware
Bit9 Parity Suite – https://www.bit9.com/products

Damballa Failsafe – www.damballa.com/solutions/damballa_failsafe.php

Sourcefire – www.sourcefire.com/security-technologies/
networksecurity/next-generation-intrusion-prevention-system

Kennwörter knacken
Advanced Archive Password Recovery – www.elcomsoft.com/archpr.html

BIOS-Kennwörter –
http://labmice.techtarget.com/articles/BIOS_hack.htm

BitLocker-Grundlagendokumentationen zur Sicherheit von Systemen –
www.principlelogic.com/bitlocker.html

Brutus – www.hoobie.net/brutus

Cain & Abel – www.oxid.it/cain.html
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Crack – ftp://coast.cs.purdue.edu/pub/tools/unix/pwdutils/crack

Standardkennwörter von Herstellern – www.cirt.net/passwords

Keyloggers
Invisible KeyLogger Stealth – www.amecisco.com/iks.htm

KeyGhost – www.keyghost.com

SpectorSoft – www.spectorsoft.com

Linux
BackTrack Linux – www.backtrack-linux.org

freshmeat.net – http://freecode.com

GFI LanGuard – www.gfi.com/network-security-vulnerabilityscanner

Linux Security Auditing Tool (LSAT) – http://usat.sourceforge.net

Nexpose – www.rapid7.com/vulnerability-scanner.jsp

QualysGuard – www.qualys.com

SourceForge – http://sourceforge.net

THC-Amap – www.thc.org/thc-amap

Tiger – www.nongnu.org/tiger

Live-Toolkits
BackTrack Linux – www.backtrack-linux.org

Knoppix – http://knoppix.net

Eine umfangreiche Liste mit bootfähigen Live-Toolkits für Linux –
www.livecdlist.com/

Network Security Toolkit – www.networksecuritytoolkit.org

Security Tools Distribution – http://s-t-d.org

Messaging
Abuse.net SMTP Relay Checker – www.abuse.net/relay.html

Brutus – www.hoobie.net/brutus

Cain & Abel – www.oxid.it/cain.html

DNSstuff Relay Checker – www.dnsstuff.com

EICAR Antivirus-Testdatei – www.eicar.org/anti_virus_test_file.htm
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GFI E-Mail-Sicherheitstest – www.gfi.com/pages/email-security.asp

mailsnarf – www.monkey.org/~dugsong/dsniff

smtpscan – www.freshports.org/security/smtpscan

Mobil
BitLocker-Grundlagendokumentation –
www.principlelogic.com/bitlocker.html

Checkmarx CxDeveloper – www.checkmarx.com

Elcomsoft Forensic Disk Decryptor – www.elcomsoft.com/efdd.html

Elcomsofts Phone Password Breaker – www.elcomsoft.com/eppb.html

Elcomsoft System Recovery – www.elcomsoft.com/esr.html

iOS Forensic Toolkit – http://ios.elcomsoft.com

Ophcrack – http://ophcrack.sourceforge.net

Oxygen Forensic Suite – www.oxygen-forensic.com

Passware Kit Forensic – www.lostpassword.com/kit-forensic.htm

Veracode – www.veracode.com

Netzwerke
Arpwatch – http://linux.maruhn.com/sec/arpwatch.html

Blast – www.mcafee.com/us/downloads/free-tools/blast.aspx

Cain & Abel – www.oxid.it/cain.html

CommView – www.tamos.com/products/commview

dsniff – www.monkey.org/~dugsong/dsniff

Essential NetTools – www.tamos.com/products/nettools

Ettercap – http://ettercap.sourceforge.net

Fortinet – www.fortinet.com

Getif – www.wtcs.org/snmp4tpc/getif.htm

GFI LanGuard – www.gfi.com/network-security-vulnerabilityscanner

GNU MAC Changer – www.alobbs.com/macchanger

IETF RFCs – www.rfc-editor.org/rfcxx00.html

IKECrack – http://ikecrack.sourceforge.net
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MAC-Adressen, tabellengestützte Herstellersuche –
http://standards.ieee.org/develop/regauth/oui/public.html

Nessus-Schwachstellenscanner – www.tenable.com/products/nessus

Netcat – http://netcat.sourceforge.net

netfilter/iptables – www.netfilter.org

NetResident – www.tamos.com/products/netresident

NetScanTools Pro – www.netscantools.com

Nexpose – www.rapid7.com/vulnerability-scanner.jsp

Nmap Portscanner – http://nmap.org

NMapWin – http://sourceforge.net/projects/nmapwin

OmniPeek – www.wildpackets.com/products/omnipeek_network_analyzer

Portnummern auflisten – www.iana.org/assignments/port-numbers

Portnummern nachschlagen – www.cotse.com/cgi-bin/port.cgi

PortSentry – http://sourceforge.net/projects/sentrytools

PromiscDetect – http://ntsecurity.nu/toolbox/promiscdetect

QualysGuard-Schwachstellenscanner – www.qualys.com

SMAC MAC-Adressen ändern – www.klcconsulting.net/smac

SNARE – www.intersectalliance.com/projects/Snare

sniffdet – http://sniffdet.sourceforge.net

SNMPUTIL –
www.wtcs.org/snmp4tpc/FILES/Tools/SNMPUTIL/SNMPUTIL.zip

SonicWALL – www.sonicwall.com

Sourcefire – www.sourcefire.com/security-technologies/
networksecurity/next-generation-intrusion-prevention-system

TCP Wrappers – http://protect.iu.edu/cybersecurity/tcpwrappers

Traffic IQ Professional – www.idappcom.com

UDPFlood – www.mcafee.com/us/downloads/free-tools/udpflood.aspx

WhatIsMyIP – www.whatismyip.com

Wireshark – www.wireshark.org

Patch-Management
Debian Linux Security Alerts – www.debian.org/security

Ecora Patch Manager – www.ecora.com/ecora/products/patchmanager.asp
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GFI LanGuard –
http://www.gfi.com/network-securityvulnerability-scanner

Kaseya Patch Management –
www.kaseya.com/features/patchmanagement.aspx

Lumension Patch and Remediation – www.lumension.com/vulnerability-
management/patch-management-software.aspx

Microsoft TechNet Security Center – http://technet.microsoft.com/de-de/
security/default.aspx

Red Hat Linux Security Alerts – http://updates.redhat.com

Slackware Linux Security Advisories – www.slackware.com/security

SUSE Linux Security Alerts – http://de.opensuse.org/System_Updates

VMware vCenter Protect – www.vmware.com/products/
datacentervirtualization/vcenter-protect/overview.html

Windows Server Update Services von Microsoft – http://technet.microsoft.com/
de-de/windowsserver/bb332157.aspx

Protokollanalyse
ArcSight Logger – www.hpenterprisesecurity.com/products/hp-arcsight-
security-intelligence/hp-arcsight-logger/

GFI EventsManager – www.gfi.com/eventsmanager

Quellcode-Analyse
Checkmarx – www.checkmarx.com

Veracode – www.veracode.com

Schwachstellendatenbanken
Common Vulnerabilities and Exposures – http://cve.mitre.org

CWE/SANS Top 25 Most Dangerous Programming Errors – www.sans.org/top25-
software-errors/

DuD (Datenschutz und Datensicherheit) – http://www.dud.de

National Vulnerability Database – http://nvd.nist.gov

Open Source Security Testing Methodology Manual – www.isecom.org/research/
osstmm.html

OWASP – www.owasp.org

Privacy Rights Clearinghouse’s A Chronology of Data Breaches –
www.privacyrights.org/data-breach
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SANS Top 20 Internet Security Problems, Threats, and Risks – www.sans.org/top20

SecurITree – www.amenaza.com

The Open Group’s Risk Taxonomy – www.opengroup.org
US-CERT Vulnerability Notes Database – www.kb.cert.org/vuls

Wireless Vulnerabilities and Exploits – www.wve.org

Social Engineering
Simple Phishing Toolkit – www.sptoolkit.com

Speicherung
Effective File Search – www.sowsoft.com/search.htm

FileLocator Pro – www.mythicsoft.com

GFI LanGuard – www.gfi.com/network-security-vulnerabilityscanner

GrabiQNs – www.isecpartners.com/SecuringStorage/GrabiQNs.zip

Identity Finder – www.identityfinder.com

Systeme verstärken
Bastille Linux Hardening Program – http://bastille-linux.sourceforge.net

Center for Internet Security Benchmarks – www.cisecurity.org

Deep Freeze Enterprise – www.faronics.com/products/deep-freeze/
enterprise

Fortres 101 – www.fortresgrand.com

Imperva – www.imperva.com/products/database-firewall.html

Linux Administrator’s Security Guide – www.seifried.org/lasg

Microsoft Security Compliance Manager – http://technet.microsoft.com/
de-de/library/cc677002.aspx

Pyn Logic – www.pynlogic.com

SecureIIS – www.eeye.com/products/secureiis-web-serversecurity

ServerDefender – www.port80software.com/products/serverdefender

TrueCrypt – www.truecrypt.org

Symantec PGP – www.symantec.com/products-solutions/families/
?fid=encryption

WinMagic – www.winmagic.com



10

Hacken für Dummies

Verschiedenes
3M Privacy Filters – www.shop3m.com/3m-privacy-filters.html

7-Zip – www.7-zip.org

WinZip – www.winzip.com

Voice over IP
Cain & Abel – www.oxid.it/cain.html

CommView – www.tamos.com/products/commview

Diverse VoIP-Werkzeuge – www.voipsa.org/Resources/tools.php

NISTs SP800-58-Dokument – http://csrc.nist.gov/publications/
nistpubs/800-58/SP800-58-final.pdf

OmniPeek – www.wildpackets.com/products/distributed_network_
analysis/omnipeek_network_analyzer

PROTOS – www.ee.oulu.fi/research/ouspg/Protos

sipsak – http://sipsak.org

SiVuS – www.voip-security.net/index.php/component/jdownloads/
view.download/30/299

vomit – http://vomit.xtdnet.nl

VoIP Hopper – http://voiphopper.sourceforge.net

Wachsamkeit der Benutzer
Diverse Anbieter von Sicherheitstraining lassen sich über Google finden.

Dogwood Management Partners Security Posters (auch auf Deutsch lieferbar) –
www.securityposters.net

Greenidea Visible Statement (auch auf Deutsch lieferbar) – www.greenidea.com

Sicherheitsposter, die Sie selbst gestalten können – http://www.baloise.ch/de/
unternehmenskunden/sicherheitswelt/sicherheitsplakate-fuer-ihr-
unternehmen.html

Websites und Webanwendungen
Acunetix Web Vulnerability Scanner – www.acunetix.com

Brutus – www.hoobie.net/brutus/index.html

Checkmarx CxDeveloper – www.checkmarx.com

HTTrack Website Copier – www.httrack.com
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Firefox Web Developer – http://chrispederick.com/work/webdeveloper

Foundstones Hacme Tools – www.mcafee.com/us/downloads/freetools/
index.aspx

Google Hack Honeypot – http://ghh.sourceforge.net

Google Hacking Database – http://johnny.ihackstuff.com/ghdb

NTOSpider – www.ntobjectives.com

Paros Proxy – www.parosproxy.org

Port 80 Softwares ServerMask – www.port80software.com/products/
servermask

SiteDigger – www.mcafee.com/us/downloads/free-tools/sitedigger.aspx

SQL Inject Me – https://addons.mozilla.org/en-us/firefox/addon/
sql-inject-me

SQL Power Injector – www.sqlpowerinjector.com

SWFScan – http://bit.ly/ShyhVz

THC-Hydra – www.thc.org/thc-hydra

Veracode – www.veracode.com

Verunstaltung von Websites – http://zone-h.org/archive

WebInspect – www.hpenterprisesecurity.com/products/hpfortify-
software-security-center/hp-webinspect

WebGoat – www.owasp.org/index.php/Category:OWASP_WebGoat_Project

WSDigger – www.mcafee.com/us/downloads/free-tools/wsdigger.aspx

WSFuzzer – www.owasp.org/index.php/Category:OWASP_WSFuzzer_Project

Windows
BitLocker-Grundlagendokumentationen zur Datensicherheit –
www.principlelogic.com/bitlocker.html

DumpSec – www.systemtools.com/somarsoft/?somarsoft.com

GFI LanGuard – www.gfi.com/network-security-vulnerabilityscanner

Microsoft Baseline Security Analyzer – www.microsoft.com/technet/
security/tools/mbsahome.mspx

Network Users – www.optimumx.com/download/netusers.zip

Nexpose – www.rapid7.com/vulnerability-scanner.jsp

QualysGuard – www.qualys.com
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Sysinternals – http://technet.microsoft.com/en-us/sysinternals/
default.aspx

Winfo – www.ntsecurity.nu/toolbox/winfo

Wörterbuchdateien und Wortlisten
ftp://ftp.cerias.purdue.edu/pub/dict

http://packetstormsecurity.org/Crackers/wordlists/

www.outpost9.com/files/WordLists.html

eBlaster und Spector Pro – www.spectorsoft.com

Elcomsoft Distributed Password Recovery – www.elcomsoft.com/edpr.html

Elcomsoft Forensic Disk Decryptor – www.elcomsoft.com/efdd.html

Elcomsoft System Recovery – www.elcomsoft.com/esr.html

Invisible KeyLogger Stealth – www.amecisco.com/iks.htm

John the Ripper – www.openwall.com/john

KeyGhost – www.keyghost.com

LastPass – http://lastpass.com

ophcrack – http://ophcrack.sourceforge.net

Oxygen Forensic Suite – www.oxygen-forensic.com

Pandora – www.nmrc.org/project/pandora

Passware Kit Forensic – www.lostpassword.com/kit-forensic.htm

Password Safe – http://passwordsafe.sourceforge.net

Proactive Password Auditor – www.elcomsoft.com/ppa.html

Proactive System Password Recovery – www.elcomsoft.com/pspr.html

pwdump3 – www.openwall.com/passwords/microsoft-windows-nt-2000-
xp-2003-vista-7#pwdump

NetBIOS Auditing Tool – www.securityfocus.com/tools/543

NIST Guide to Enterprise Password Management – http://csrc.nist.gov/
publications/drafts/800-118/draft-sp800-118.pdf

NTAccess – www.mirider.com/ntaccess.html

RainbowCrack – http://project-rainbowcrack.com

Rainbow-Tabellen – http://rainbowtables.shmoo.com

SQLPing3 – www.sqlsecurity.com/downloads

THC-Hydra – www.thc.org/thc-hydra

WinHex – www.winhex.com


